
 

Figure 1.1.Web 3-tier architecture ……………………………………………………. 3 

Figure 1.2.Example of a SQL injection attack………………………………………... 6 

Figure 1.3.An HTTP GET request containing a cookie GET……………….………... 8 

Figure 1.4.two different ways to update an employee’s salary :(a) may lead to a SQL 

injection (b) saftly updates the salary using a prepared statement……………….….… 

9 

Figure 1.5.Proxy filtering architecture…………………………………….…….……. 15 

Figure 1.6.AMNESIA architecture……………………………………………..……... 15 

Figure 1.7.Activity Diagram for Client Side Validation……………………………… 16 

Figure 2.1 Secret writing…………………………………………..………………….. 17 

Figure 2.2 Encryption and decryption………………………………...………………. 18 

Figure 2.3 Hashing function…………………………………………..……………….  20 

Figure 2.4.login interface…………………………………………….………………... 21 

Figure 2.5.Hash of password stored in database……………………………………… 21 

Figure 2.6.Digital signature process…………………………………………………... 23 

Figure 2.7.Tradional encryption……………………………………………….…........ 24 

Figure 2.8.public key encryption……………………………………..………….……. 25 

Figure.3.1. AES and secure hashing technique…………..…………………..……….. 32 

Figure.3.2. Registration phase………………..……………………….………………. 33 

Figure.3.3. login and Access grant process.…………..…………………….……..….. 34 

Figure.3.4. Registration phase. …………………………………...……..….………… 36 

Figure.3.5. Login and validation phases………...………………………………..…… 37 

Figure.4.1 RSA and ECC keys place ………………...……………...………………... 40 

Figure.4.2. Registration phase…………..…………………………………………….. 41 



Figure.4.3. user database………………………………..……………………………. 41 

Figure4.4. Login phase………………………………..……………………………… 42 

Figure.4.5. Before applying our strategy……………………………………….…...... 45 

Figure.4.6. after applying our strategy………………………………………..…….… 46 

Figure.4.7. RSA Digital signature time…………………………………..………........ 47 

Figure.4.8. ECC Digital signature time……………………………………..………… 47 

Figure.4.9. Digital signature verification time ………………………………..……… 47 

 

 

  


